nalysis of the CRA Work Program

CEN or CLC or ETSI

- Remember

Lines 1-15 are the
horizontal standards
Lines 16-41 are the
vertical standards
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TCs responsible

standard(s) on designin

Topics

Technical Committee(s)

TC title

g ping and prod

with digital elements in such a way that they ensure an app

e level of cyb.

rity based on the risks

8

Cybersecurity requirements for products with digital elements —

1 CEN-CLC/ITC 13 WG S  |Cybersecurity and Data Protection Principles for cyber resilianca |10.95 - NWI - Mew Work tem adopted ‘ 2026,/08/30
Lines 2-14 - European standard(s) CRA ial requi
2to14  |CEM-CLCATC13WGS |Cybersecurity and Data Protection |?::;Ec::‘:i:::';:; ents for products with digital elements ~Genaric |, oo - jew Work Item adopted ‘ 2027/10/30
Line 15: European standard(s) on vulnerability handling for products with digital elements
15 |CEN-c LCAITC13 WG § | Cybersecurity and Data Protection Cybersecurity requirsments for products with digital elements — |1u.95 - NWI - New Werk Item adopted ‘ 2026/08/30

Wl nerabilit[ Handling

Line 16: European standard(s) on essential cybersecurity requirements for identity

systems and privil

——

software and hard

ged accass

authentication and access control readars, including biometric

Personal identification and related personal devices

|dentity management systems and privileged access

software and hardware, including authentication and access contral

18 CENJTC 224 WG 17 with secure element, systems, operations and privacy in . ) ) ) o o . TC decision taken 2026,/10/30
N . n readers, including biometric readers : criteria to fulfill with the essential
& multi sectorial environment . .
requirements from regulation 20242487 [CRA)
Line 17: European standard(s} on essential cyb ity requi for and dded b
Ei tandard ntial cyb it i nts fi
17a ETS| CYBER-EUSR ETSI TC Cyber Working Group for EUSR uropean standard(s) on essential cybersecurity requiremeants for PWI - Prapased Wark Item created 2026/10/30
embedded browsers
Ei tandard ntial cyb it i nts fi
17 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR uropean standard|z) on essential cybersecurity requirsments for BWI - Propased Work Item created 2026/10/30
standalone browsers
Line 18; European standard(s) on essential cybersecurity requi for pi d
E tandard tial cyb it i ts fi
18 |!—.‘I’SIC\'BER-E USR ETS| TC Cyber Working Group for EUSR uropesn standard|s| on essential cybersecurity raquiremeants for PWI - Proposed Waork Item created 2026/10/30
password managers
Line 19: European standard(s) on essential cybersecurity requirements for software that searches for, » OF il lici
Eurcpean standard(s) on essential cybersecurity requirements for
13 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR pe L] < "I. 9 L PWI - Proposed Work Item created 2026,10/30
software that searches for, removes, or quarantines malicious software
Line 20: European standard(s) on essential cybersecurity requi for prod with digital el with the function of virtual private network (VPN)
Eurcpean standard(s) on essential cybersecurity requirements for
20a ETSI CYBER-EUSR ET3I TC Cyber Working Group for EUSR products with digital elements with the function of virtual private PWI - Proposed Work [tem created 2026/10/30
network [VPN)
206 CLE/TC 65X WG 3 Industria.l-prucess measurement, control and Sfecuritv I.’ruﬂle for products with digital elements with the function of 00.60 - PW1 - Preliminary Work Item 2026/10/30
automation virtual private netwark (VPM] created
Line 21: European standard(s} on essential cyb ity requi for k 1t sy
E tandard tial cyb it i ts fi
21a ETS| CYBER-EUSR ETSI TC Cyber Working Group for EUSR uropesn standard(s) on essential cybersecurity requirements for PWI - Prapased Wark Item created 2026/10/30
network management systems
Industrial- t trol and 00.60 - PWI - Prelimi Work It
21b CLC/TC 65X WG 3 nAUStNEprocess measurement, controlan Security Profile for network management systems (based on [EC 62443) reliminary fWork frem 2026/10/30
automation created
Line 22; European standard(s) on essential cybersecurity requi for & ity inf and event [SIEM] sy
E tandard tial cyb it: i ts fi
273 ETS| CYBER-EUSR ETSI TC Cyber Working Group for EUSR uropesn standard|s) on essential cybersecurity requirements for PWI - Propased Wark Item created 2026/10/30
Security infermation and event management [SIEM] systems
23b CLC/TC 65X WG 3 Industria.l-prucess measuremeant, control and Security Profile for security information and event management (SIEM) 00.60 - PWI - Preliminary Work Item 2026/10/30
automation tems |based on IEC 62443} created
Line 23: European standard(s) on essential cybersecurity requi for boot 5
E tandard tial cyb it i ts for boot
23 |EI'SI-C'|'BER-E usk ETSI TC Cyber Working Group for EUSR Eurepean standardfs] on essentisl cybersecurhy requirements forboot oy o oo work item created 2026/10/30



extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/www.cencenelec.eu/media/CEN-CENELEC/News/Newsletters/2025/m_606_work_programme_final.pdf

Steps to join and important information =% CENELEC

» Do not forget the Cyberstand funding opportunities that can cover every part of your expenses. The focus for
the 8th round of funding ( 8t SSP) is vertical standards (Topics from Line 16 to 41 in the CRA Work Program)

» To contribute to the standardization activities of the CRA you must do so by registering in the National
Standardization Body (NSB) or National Committee (NC) of the country that your organization or you as a
single contributor are registered in

» From the CRA work program you must identify the topic that you would like to contribute to and thus the
matching TC

>

>
>
>

It will be either a CEN TC (e.g., CEN/TC 224 WG 17)

Or a CLC TC(e.g., CLC/TC 65X WG3

Or an ETSI TC(e.g., ETSI CYBER-EUSR

Or a joint work of CEN and CLC JTC (e.g., CEN-CLC/ JTC 13 WG9)

» If your country has two NSBs or NCs (e.g., Belgium) then your choice depends on the Line that you are working
in and thus if the TC is CEN or CLC. If you want to work on the JTC then you can contact one or both of your
NSBs/NCs.
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https://cyberstand.eu/project

CEN and CENELEC Members in 34 countries
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Useful links {E CENELEC

» Cvyber Resilience Act: Standardization Request Officially Accepted by CEN,
CENELEC, and ETSI - CEN-CENELEC - more information and the CRA work
program

» Cyberstand - how to get funding and follow up all the standardisation events
of the CRA

» CEN Community - List of members NSBs of CEN (find your NSB if your topic
if for a CEN TC, e.g. CEN TC 224 WG 17)

» CENELEC Community - List of members NCs of CENELEC (find your NC if your
topic is for a CENELEC TC, e.g CLC TC 65X WG3 )

» Further Reading—>Stan4dcr educational material
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https://www.cencenelec.eu/news-events/news/2025/newsletter/ots-62-cra/
https://www.cencenelec.eu/news-events/news/2025/newsletter/ots-62-cra/
https://cyberstand.eu/
https://standards.cencenelec.eu/dyn/www/f?p=CEN:5
https://standards.cencenelec.eu/dyn/www/f?p=CENELEC:5
https://www.stan4cra.eu/resources
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