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M/606 M/606 - Planning for standard development
Line 1: European standard(s) on d ping and pr ing products with digital elements in such a way that they ensure an appropriate level of cybersecurity based on the risks
. . prEN 40000-1-2 Cybersecurity requirements for products with digital elements — |Closed ENQ 2026-01-01
1 CEN-CLC/JTC13 WG 9 |Cybersecurity and Data Protection N/A JT013089 2026/09/30
/ v y / Principles for cyber resilience Preparation for FV (4 weeks) in 08/2026 109/
Lines 2-14 - European standard(s) CRA essential requirements
EN 41 -1-4 i i f ith digital el -
2to14  |CEN-CLC/ITC13WG 9 |Cybersecurity and Data Protection N/A JT013091 prEN 40000 Cybersecurity requirements for products with digital elements = || ¢ 2027/10/30
Generic Security Requirements
Line 15: European standard(s) on vulnerability handling for products with digital elements
Closed ENQ 2026-03-05
EN 40000-1-3 Cyb it i ts f ducts with digital el ts —
15 CEN-CLC/ITC13WG 9 |Cybersecurity and Data Protection N/A 7013090 pri ybersecurity requirements for products with cigital €lements = | 5. aration for FV (4 weeks) in october | 2026/11/30
Vulnerability Handling 2026
Line 16: Europ dard(s) on ial cybersecurity requirements for identity y and privileged access software and hardware, including authentication and access control readers, including biometric readers
Personal identification and related personal CEN/TC 224 Identity management systems and privileged access management
16 CEN/TC 224 WG 17 dewcef with secur.e eleljnent, sys.tems, ) WG 17 (including expertise 00224292 (Will be assigned at stage |software and har.dwaret, mcI‘udmg .authentlcat\orl ar?d access} ) Submitted .tc ENQ 2026-05-21 (12 2027/03/15
operations and privacy in a multi sectorial from WG 18,19 and 20) 30.90) control readers, including biometric readers : criteria to fulfill with |weeks) until August 2026
environment TCESI the essential requirements from regulation 2024/2487 (CRA)
Line 17: Py jard(s) on ial cybersecurity requi for standal and embedded L S
. DEN/CYBER-EUS- . .
17 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/JTC 13 WG 9 006 EN 304 617 Cybersecurity requirements for web browsers Stable Draft 2027/02/19
Line 18: Europ dard(s) on cybersecurity requi for p: d S
N DEN/CYBER-EUS- . . . : o,
18 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/JTC 13 WG 9 007 EN 304 6180 Cybersecurity requirements for password managers Final Draft - preparation for ENQ, 2027/°01/08
Line 19: European standard(s) on essential cybersecurity requirements for software that searches for, removes, or quarantines malicious software
DEN/CYBER-EUS- Cybersecurity requirements for software that searches for, . .
19 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/ITC 13 WG 9 / EN 304 619 4 yrequire - Final Draft - preparation for ENQ 2027/01/15
0018 removes, or quarantines malicious software
Line 20: European standard(s) on essential cybersecurity requirements for products with digital el with the function of virtual private network (VPN)
20a ETSI CYBER-EUSR £TS1 TC Cyber Working Group for EUSR CEN-CLC/JTC 13 WG 9 DEN/CYBER-EUS- EN 304 620 Cybersecunty requlre.ments fo.r products with digital elements Stable Draft 2027/03/15
CLC/TC 65X WG3 mode 2 005 with the function of virtual private network (VPN)
20b CLC/TC 65X WG 3 Industrlal-pr?cess measurement, control ETSI TC Cyber EUSR 81652 (Will be assigned at stage Secur.lty Prof!Ie for pll'oducts with digital elements with the Early Draft 2027/06/31
and automation Mode 2 30.90) function of virtual private network (VPN)
Line 21: P dard(s) on cybersecurity requirements for network y
CEN-CLC/ITC13 WG9 DEN/CYBER-EUS-
21a ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR / 4 EN 304 621 Cybersecurity requirements for network management systems Stable Draft 2027/03/15
CLC/TC 65X WG3 mode 2 009
21b CLC/TC 65X WG 3 Industnal»pr?cess measurement, control ETSI TC Cyber EUSR 81650 (Will be assigned at stage |Security Profile for network management systems (based on IEC Early Draft 2027/06/31
and automation Mode 2 30.90) 62443)
Line 22: Pt Jard(s) on ial cybersecurity requirements for Security information and event (SIEM)
CEN-CLC/ITC13 WG 9 DEN/CYBER-EUS- Cybersecurity requirements for Security information and event
22a ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR % / EN 304 622 4 urity requiremen arityl ! v Sable Draft 2027/03/15
CLC/TC 65X WG3 mode 2 0010 management (SIEM) systems
. £ E " . . y - .
22b CLC/TC 65X WG 3 Industrial prc.)cess measurement, control TSI TC Cyber EUSR 81654 (Will be assigned at stage  |Security Profile for security information and event management Early Draft 2027/06/31
and automation Mode 2 30.90) (SIEM) systems (based on IEC 62443)
Line 23: P dard(s) on cybersecurity requirements for boot s
. DEN/CYBER-EUS- . . . :
23 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/ITC13 WG 9 008 EN 304 623 Ccybersecurity requirements for boot managers Final Draft - preparation for ENQ 2027/01/18

Line 24: European standard(s) on essential cybersecurity requirements for public key infrastructure and digital certificate issuance software
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. ETSI TCESI DEN/CYBER-EUS- Cybersecurity requirements for public key infrastructure and
24 ETSI CYBER-EUSR ETSITCC Worki for EUSR EN 304 624 le Drafi 2026/02/15
s yber Working Group for EUS CEN/TC 224 0015 3046 digital certificate issuance software Stable Draft /02/
Line 25: Europ dard(s) on cybersecurity requirements for physical and virtual network interfaces
CEN-CLC/ITC13 WG9 DEN/CYBER-EUS- Cyb it i ts f hysical and virtual net: k
252 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR / 4 EN 304 625 ybersecurity requirements for physical and virtual networ Stable Draft 2027/03/15
CLC/TC 65X WG3 mode 2 0017 interfaces
25 CLC/TC 65X WG 3 Industrial—pr?cess measurement, control ETSI TC Cyber EUSR 81651 (Will be assigned at stage | Security Profile for physical and virtual network interfaces (based Early Draft 2026/12/31
and automation Mode 2 30.90) on IEC 62443)
Line 26 European standard(s) on essential cybersecurity requirements for operating systems
CEN-CLC/ITC13 WG9 | DEN/CYBER-EUS-
26 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN//TC 224 / 0012 EN 304 626 Cybersecurity requirements for operating systems Stable Draft 2027/02/15
Line 27: Europ dard(s) on ial cybersecurity requirements for routers, mod i ded for the to the internet, and switches
CEN-CLC/JITC13 WG9 DEN/CYBER-EUS- Cyb it i ts f t d intended for th
27a ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR / / EN 304 627 ybersecurity requirements for routers, modems intended forthe | ;o\ braft - preparation for ENQ 2027/01/11
CLC/TC 65X WG3 mode 2 0013 connection to the internet, and switches
276 CLC/TC 65X WG 3 Industrlal-pr(?cess measurement, control ETSI TC Cyber EUSR 81653 (Will be assigned at stage Securlt(y Profile for rout.ers, modems intended for the connection Early Draft 2026/12/31
and automation Mode 2 30.90) to the internet, and switches (based on |EC 62443)
Line 28 & Line 29 : European standard(s) on ial cybersecurity requirements for microprocessors with security-related functionalities & European standard(s) on essential cybersecurity requirements for microcontrollers with security-related functi
28,29 CLC/TC 47X WG 1 Semlconductf)rs and Trusted Chips ETSI TC SET 20923 (Will be assigned at stage CYbersecurlty requ!rements.for mlcroproce5§ors ?rlmd Passed E!\IQ 2026-04-10 2026/11/30
Implementation Mode 4 30.90) microcontrollers with security- related functionalities Preparation for FV
Line 30: Pt jard(s) on ial cybersecurity requirements for application specific integrated circuits (ASIC) and field-progr ble gate arrays (FPGA) with security-related functionalities
European standard(s) on essential cybersecurity requirements for Mature Draft
Semiconductors and Trusted Chips ETSI TC SET Will be assigned at stage |application specific integrated circuits (ASIC) and field-
30 CLC/TC 47X/WG 4 A p 82281 ( g 9 PP P N . { ). Preparation for ENQ to be submitted on 2027/11/30
Implementation Mode 4 30.90) programmable gate arrays (FPGA) with security-related 2026-07-17
functionalities
Line 31: European standard(s) on essential cybersecurity requirements for smart home general purpose virtual assistants
DEN/CYBER-EUS- Cybersecurity requirements for smart home general purpose
31 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/ITC 13 WG 9 / EN 304 631 v unityrequ 8 purp Stable Draft 2027/01/22
0011 virtual assistants
Line 32: European standard(s) on essential cybersecurity requirements for smart home products with security functionalities, including smart door locks, security cameras, baby ing and alarm sy
DEN/CYBER-EUS Cybersecurity requirements for smart home products with security
32 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/ITC13 WG 9 0014 EN 304 632 functionalities, including smart door locks, security cameras, baby |Stable Draft 2027/01/22
monitoring systems and alarm systems
Line 33: European standard(s) on essential cybersecurity requirements for Internet connected toys covered by Directive 2009/48/EC that have social interactive features (e.g. speaking or filming) or that have location tracking features
DEN/CYBER-EUS Cybersecurity requirements for Internet connected toys covered
33 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/JTC 13 WG 9 004 EN 304 633 by Directive 2009/48/EC that have social interactive features (e.g. |Stable Draft 2027/01/22
speaking or filming) or that have location tracking features
Line 34: P dard(s) on ial cybersecurity requirements for personal wearable products
Cybersecurity requirements for personal wearable products to be
DEN/CYBER-EUS- laced hi body that h health itoril
34 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/ITC 13 WG 9 4 EN 304 634 worn or piaced.on a uman Body that have a Reaith monitoring g .10 peagy 2027/01/22
003 purpose and for personal wearable products that are intended for
the use by and for children
Line 35: Europ dard(s) on ial cybersecurity requirements for hypervisors and runtime that support vir d of op g and similar envir
DEN/CYBER-EUS Cybersecurity requirements for Virtualisation Execution Stack
35 ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR CEN-CLC/JTC13 WG 9 0016 EN 304 635 (VES) and Container Execution Stack (CES), including hypervisors  [Stable Draft 2027/01/22
and container runtime systems
Line 36: Pt dard(s) on ial cybersecurity requirements for firewalls, intrusion detection and/or prevention systems
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Complementary/Supporting deliverables

Broad vertical supporting OT deliverables

DEN/CYBER-EUS- E ial i i f
362 ETSI CYBER-EUSR ETS| TC Cyber Working Group for EUSR CEN-CLC/ITC 13 WG 9 /e us EN 304 636 uropean standard(s) on essential cybersecurity requirements for |\ g 2027/02/19
0020 firewalls, intrusion detection and/or prevention systems
dustrial- ill b . - fi y . . . .
36b CLC/TC 65X WG 3 Industrial prc?cess measurement, control ETSI TC Cyber EUSR 81649 (Will be assigned at stage Securlty' Profile for firewalls and intrusion detection and Mature Draft submitted to EC 2027/03/15
and automation Mode 2 30.90) prevention systems (based on IEC 62443) Assessment (2026-05-03)
Lines 37 & 38: Pt Jard(s) on ial cybersecurity requi for tamper-r microproce: & European standard(s) on essential cyb. ity requi for tamp microcontrollers
37,38 CLC/TC 47X WG 2 Semlconductfars and Trusted Chips ETSI TC SET 20924 (Will be assigned at stage Cybersecurlty requirements for tamper-resistant microprocessors |Passed E!\IQ on 2026-04-10 2026/11/15
Implementation Mode 4 30.90) and microcontrollers Preparation for FV
Line 39: Pt jard(s) on ial cybersecurity requirements for Hardware Devices with Security Boxes
Personal identification and related personal CLC/TC 47X
39 CEN/TC 224 WG 17 device? with seculte element, sys-tems, ) TC Cyber, TCITS (existing 00224293 (Will be assigned at stage |Cybersecurity requirements for Hardware Devices with Security Submitted to ENQ 2026-05-21 (12 2027/02/15
operations and privacy in a multi sectorial . . 30.90) Boxes weeks)
) liaison with ETSI TC ESI)
environment
Line 40: Pt jard(s) on ial cybersecurity requirements for smart meter
Will be assigned at stage |Cybersecurity requirements for products with digital elements — | Mature Draft 2026-03-09
40 CEN-CLC/JITC13 WG 6 | Cybersecurity and Data Protection CLC/TC 13 & CEN/TC 294 11013096 (wi 9 ge &Y urity requl procucts with digf ure D 2026/10/30
30.90) Smart Meter Gateway Preparation for ENQ
Line 41: P jard(s) on ial cybersecurity requirements for smartcards or similar devices, i ding secure el
& Resili £ EUCC cortifi ‘ £s e
1a CLC/TC 47X WG 3 Semlconduct_ors and Trusted Chips CEN/TC 224 80922 (Will be assigned at stage 2 Cybers.ecyrlty ) Passed ENQ 2026-04-10 2026/11/15
Implementation ETSI/TC SET 30.90) Requirements for Platforms of Smart Cards and Similar Devices Preparation for FV
Including Secure Elements
Personal identification and related personal e . o
devices with secure element, systems, CLC TC/47X (Will be assigned at stage Smartcards, similar devices and Secure Elements — criteria to Passed ENQ 2026-04-09
41b CEN/TC 224 WG 17 ) ) X ! ‘/_ - 00224289 9 9 achieve conformity with essential requirements of Regulation (EU) X 2026/11/30
operations and privacy in a multi sectorial ETSI TC SET 30.90) Preparation for FV
. 2024/2847.
environment

Industrial-process measurement, control

ETSI TC Cyber EUSR

Security for industrial automation and control systems - Part 4-1:

submitted to ENQ 2026-03-13 (12

CLC/TC65X WG 3 81487 EN IEC 62443-4-1:2018/prAA 2027/01/15
/ and automation Mode 2 /pr Secure product development lifecycle requirements weeks) 101/
20b, 21b, 22b, Industrial-process measurement, control ETSI TC Cyber EUSR Security for industrial automation and control systems - Part 4-2: |submitted to ENQ 2026-03-13 (12
CLC/TC65X WG 3 79973 EN IEC 62443-4-2:2019/prAA 2027/01/15
25b, 27b, 36b a and automation Mode 2 /pr Technical security requirements for IACS components weeks) 10/
CLC/TC 65X WG 3 Industrial-prc')cess measurement, control ETSI TC Cyber EUSR 79830 EN IEC 62443-3-3:2015/prAA Industrial communicatk?n netw.orks - Network and'system security Early Draft on
and automation Mode 2 - Part 3-3: System security requirements and security levels
CRA Vertical for Network functions of Tel:
DEN/CYBER-EUS- Cyb it i ts for Net: k functi f tel
thd ETSI CYBER-EUSR ETSI TC Cyber Working Group for EUSR NA / EN 304 642 yoersecurity requirements for Network functions of telecoms ¢y Draft 2026/12/31
0019 systems
Technical reports/specifications in support
( CEN-CLC/ITC13WG 9 |Cybersecurity and Data Protection N/A 17013097 (Will be assigned at stage | Cybersecurity requirements for products with digital elements— |\ o b6 circulated 2026-03-10 2027/01/19
30.90) Threats and Security Objectives
) . (Will be assigned at stage . - f
CEN-CLC/JITC13 WG 6 |Cybersecurity and Data Protection N/A JT013099 30.90) Guidance for the application of EN 18037 in support of the CRA Early Draft 2026/10/30

p.3/4



Version: V 2.0
Date: 2026-06-03

CEN, CENELEC and ETSI Work Programme

M/606- Cyber Resilience Act

CEN-CLC/ITC13 WG 6

Cybersecurity and Data Protection

N/A

JTO130XX

(Will be assigned at stage
30.90)

Documentation of the EN 18037 assessment results for the
Consumer loT market sector

Early Draft

2026/10/30
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